Dkt No. A-8919/ No. TBD / Sheet 1 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy 
Lawrenceville, GA 30044/Phone: 770-236-2352 




Dkt No. A-8919/ No. TBD / Sheet 2 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 



2/21 



I ZElOCO . 

c_d i — rrr l-^j ' ^ 

L_l ^ = 
Q_ ^ O C_> 



VJ 









(N 




PROGRAM 


Qe: 












i 


k 




CLEAR 
MPEG-2 
PROGRAM 




1st LEVEL 
ENCRYPTION 



a J I 







CfcT _ 




» i — 




. o_ ^ 1 — 








<-> 






CO 



^3 

/ ^\ 




: CO Z 
■ C/) L^_l 

CO 





1 > t 

CO 

GO 


CD »-»-J 
Q_ 





"2o 



Dkt No. A-8919/ No. TBD / Sheet 3 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

3/21 




CO 















<3> 




































Q 



















CO 



r-O 



X 



53 



CO 



7 

CO 



Dkt No. A-8919/ No. TBD / Sheet 4 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program C 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

4/21 




Dkt No. A-8919/ No. TBD / Sheet 5 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

5/21 




oo 



Dkt No. A-8919/ No. TBD / Sheet 6 of 21 
Inv: Was i lews ki et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 



6/21 




Dkt No. A-8919/ No. TBD / Sheet 7 of 21 
Imv: Wasilewski et al. 

TStle: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

7/21 

























CO ~~ 1 


f 


CVi 1 




/CO | 




Dkt No. A-8919/ No. TBD / Sheet 8 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

; • 8/21 



I 













<-> 


























i 


i 



































r-- 








o 



I 



Dkt No. A-8919/ No. TBD / Sheet 9 of 21 
In v: Wasitewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

9/21 




Dkt No. A-8919/ No. TBD / Sheet 10 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

) 

W/21 




I— i_J 



Dkt No. A-8919/ No. TBD / Sheet 11 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy 
Lawrenceville, GA 30044/Phone: 770-236-2352 




Dkt No. A-8919/ No. TBD / Sheet 12 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 



1203 — 



1201 



1217 



/^PROCESSOR 



RSA 
HW 



12/21 

t 



INTERFACE 
TO DHCT 



1205- 



627 

FIG 12 



MEM 



NUSC 
121l(i) 



NVM 



ROM 



1209 



h 

1219 



1207 



1403 



A. 



CAA KEYS 



1402^ r 



1404 



M.T 



FREELIST ^U07 



1405 



1 409(1 ) 



EA \ 
LIST 

r 

1406 



EA DESCRIPTOR 



fl 



MSK 



BIT 
MAP 



IPPV 



0 



1333(1) 



EAD(2) 



EAD(3) 



1404 1411 



1404 



r 



1404 



1333(3) 



1401 



FIG. 14 



1333(2) 



DM No. A-891 9/ No. TBD / Sheet 1 3 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

13/21 



r 



NVA 
STORAGE 
1303 



RO 
STORAGE 



^1315 
1301 



_EA |NF0J333(n) 



EA INF_0_1333(1} 



CAA DATA 



4- 



1330 



CAA KEYS 



DHCT KEYS 



CODE FOR OTHER CA MESSAGES ~ — 



FIG. 13 



EA 
STORAGE 

M331 





1329 

. ADMIN. 
STORAGE 
M330 
1325 
1323 
^1321 

,EMM 
[CODE 
-1313 

ENCRYPTION 
•DECRYPTION 
CODE 

1307 



►CAA FIELDS 
-1506 



EA FIELDS 
-1516 

FIG. 15 



Dkt No. A-8919/ No. TBD / Sheet 14 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 



1603- 

1605- 

1607— 

1609— 
1611- 

1615— 
1617- 
1619 — 
1 621 — 

1 627 — 
1629- 
1631 — 



1 603- 

1605- 

1607— 

1609- 
1611 — 

1621- 



14/21 



HEADER 



MSK ID 



EXP. DATE 



NO EXP. DATE 



EVEN MSK 



ODD MSK 



MSK NVSC i 601 
HEADER. : 



•1502 



Imsk 

^1608 



FIRST ENTITLEMENT-lfl 



EXP. DATE 



NO EXP. DATE 



BIT MAP 



1502 



ENTITLEMENT BIT MAP NVSC 1613 



HEADER 



r ENTITLEMENT-ID 
EXP. DATE 



NO EXP. DATE 




ENTITLEMENT LIST NVSC 1623 

•1502 



HEADER 



MSK ID 



EXP. DATE 



NO EXP. DATE 



EVEN MSK 



ODD MSK 



BIT MAP 



COMBINATION MSK AND BIT MAP 1635 



FIG. 16 



1705- 

1707- 

1709— 

1711- 
1713 — 



HEADER 



FLAGS 



PURCHASE TIME 



EVENT TIME 



COST 



ENTITLEMENT-ID 



1502 



EVENT NVSC i 701 



J 



EVENT DESCRIPTOR 
K 1703 

FIG. 17 



I 



CA MESSAGE 

I mm 



1003 



Dirt No. A-8919/ No. TBD / Sheet 15 of 21 
Inv: Wasilewski et al. 

^n«« th A.1 f ° r P ? rtia,ly Encf yP«ng Program Data 
Scientific^Atlanta, lnc/5030 Sugarloaf Pkwy 
Lawrenceville, GA 30044/Phone: 770-236-2352 

15/21 



r 



805 



CA_ MESSAGE 



803 



CA_GBAM_ MESSAGE 



|^GBAM 1801 = 1803+1805 



1805""- 



GBAM MAC 



MD5 



ECM MAC INPUT 



GLOBAL BROADCAST. AUTHENTICATE0_MESSAGE 



\ 



r 



GBAM_ HEADER 
v 1807 



GLOBAL BROADCASLDATA 



1809 



1/2 MSK 



MoT? 



FIG. 18 



1903- 

1905- 

1907 — 

1909- 
1911- 



1917- 

1919- 

1921- 

1923- 
1925 - 
1927 — 

1929 — 



CA SYSTEM ID 



1901 



GBAM TAG 



EA ID 



MSK PARITY 



MSK SELECT 



COMMAND CODE 



GBAM HEADER 



1807 



ENTITLEMENT-ID 



FLAGS 



NO. OF MODES 



MODE RIGHT TO COPY 



EARLIEST START 



LATEST END 



MODE LENGTH 



MODE COST 



PURCHASEABLE ENTITLEMENT DA 



1915 



FIG. 19 



A 1913 J 



Dkt No. A-8919/ No. TBD / Sheet 16 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

16/21 



2001 



GBAM 
PAYLOAD 

2003^ 




APPLICATION DATA + GBAM 



2009 



2007 



GBAM 
1801 



2005 



FIG. 20 




2203 
2207- 

221 1 
2213 — 

2215 

2217— 

2219- 
2221 — 

2223- 
2225— 

2229- 
2231 — 

2233- 

2235— 
2237- 

2239 — 
2241 - 



CA SYSTEM ID 



CA MESSAGE TAG 



EA ID 



MSK PARITY 



MSK ID 



CW PARITY 



PARITY COUNT 



FREE PREVIEW 



COPY PR0T. LEVEL 



BLACKOUT/SPOTLIGHT 



NO. ENTITLEMENT ID's 



ALLOW IPPV. 



CANCEL WINDOW 



TIME STAMP 



2201 



CONTROL WORD COUNTER VALUE 



BLACKOUT RADIUS 



X CENTROID 



Y CENTROID 



ENTITLEMENT ID 



2245 



^y-2205 
I MESSAGE ID 



DECRYPTION INFO. 
^2209 



EVENT INFO. 



^2227 



BUCK0UT/ 
SPOTLIGHT INFO. 
< 2236 



I ENTITLEMENT 
ID BIT 

2243 



FIG. 22 



Dkt No. A-8919/ No. TBD / Sheet 17 of 21 
Inv: Wasilewski et al. 

TBtle: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 



17/21 




Dkt No. A-8919/ No. TBD / Sheet 18 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 



18/21 



2303- ^AUTHENTICATION 



AID 



2307^ 



SD 



2309 



CODE MESSAGE 



2301 



CODE 



r 



2305 



FIG 23 



2601 




FIG. 26 



0 12 3 



2703 



ii 11 y 1 r 
94 __i_,_L J_,_L + _ 



93-x^rrf 

92--rj°K + 
91--^)--}- 

90 ; | i 1 



87- 1 
86 



ill " I r 

- 4Xt 457-3- 



r 
r + 



84 — | 

83-V^-t-T- 



i i 



i i i 



i , T ^ 



-UL - 4S^^2701 



-i- I 
I I 



•90+3r 



90-3L 
i i 



:t^~LlFIG27 



n 



i i 

r t 

i i i i i 



50 51 52 53 54 55 56 57 58 59 60 61 62 



Dkt No. A-8919/ No. TBD / Sheet 19 of 21 
Itnv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

19/21 




DBct No. A-8919/ No. TBD / Sheet 20 of 21 
Inv: Wasilewski et al. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 

20/21 




Dkt No. A-8919/ No. TBD / Sheet 21 of 21 
Inv: Wasilewski etal. 

Title: Method for Partially Encrypting Program Data 
Scientific-Atlanta, lnc/5030 Sugarloaf Pkwy. 
Lawrenceville, GA 30044/Phone: 770-236-2352 



21/21 



DHCT 
CHAIN 



GEO-POLITICAL 
CA SIGNATURE 




i 
i 

L 



2807 



2801 



DHCT SET TOP 
SIGNATURE 



ROOT CAA 
SIGNATURE 



OPERATOR 
CHAIN 



OPERATOR #1 
CAA SIGNATURE 



OPERATOR §] 
EA #1 

SIGNATURE 



OPERATOR #1 
EAN #N 

SIGNATURE 



OPERATOR #N 
CAA 
SIGNATURE 



OPERATOR #N 
EA jj\ 

SIGNATURE 



FIG. 28 



EMM GENERATOR 
ROOT CAA PRIVATE KEY 



— 2901 
-2905 



OPERATOR CAA 
PUBLIC KEYS 



V 2904 



DHCT 
CERTIFICATES 
(PUBLIC KEYS) 



2902 



2903 



CAA 
INTRODUCTORY 
EMM's 



FIG. 29 



